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TFHE Overview

TFHE Deep Dive ZF| 1% H HIlaria Chillotti (B TFHE JFRMME—VEE) £ zara FRATH—ZRHE AR
B, T TR, BOYBARET DL AR ER . EREEREE Y] TFHE Sk 585V notes,

By the 1st author of TFHE |, llaria Chillotti, TFHE Deep Dive Series posted in 2022:

e TFHE Deep Dive - Part I - Ciphertext types

e TFHE Deep Dive - Part II - Encodings and linear leveled operations

e TFHE Deep Dive - Part III - Key switching and leveled multiplications

e TEFHE Deep Dive - Part IV - Programmable Bootstrapping

1 Notions Before TFHE

Remarks:
L. R = Z[X]/ (X" + 1) the ring of integer polynomials modulo the cyclotomic polynomial XV + 1, with N
power of 2 . (& AERHIA LML TR : L TN XV +1)
2. Ry = (Z/qZ)[X]/ (XN + 1), i.e., the same ring of integers R as above, but this time the coefficients are

modulo g. Observe that we often note Z/qZ as Z,. (& XTEHEE IR Z/qZ FZHAESH: HLHH8
XNV +1)

3. Balanced Mod : B4 W3 Z/qZ TR RMRERABEIR © {—1g¢/2] ... [¢/2]}
4 BT YANG FRERIR (a,b,my s, ), ZHABHRE FEFR (4, B,M,S,...).
5. #KXJE: acZ B beZ iR [a..bl.

6. MSB for Most Significant Bit and LSB for Least Significant Bit respectively.

7ORUEE: [

2 PlainText And CipherText Space
o WISCHIH : p 3 WISCHI MR,
o WKL - q ; WXEM MR,

e Scaling Factor : A= %
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3 Ciphertext Types
G — General : LWE + Ring-LWE
3.1 GLWE
A S =(S0,...,8k1) ERF s AL 2 M
(Ao, ..., A1, B) € GLWEg (AM) C REH (1)
. k+1 .
4 ) A4 )C B ) .

= (Ao,---aAk—l’B) where B=ZA,--S,-+AM+EG,%‘1
\ﬁf-/ i=0
A ER,

uniform random E e .%q

(Sp» ---»S_1) € F*

Gaussian coefficients

Type : Vector of Polynomials (1-dimension)

it : GLWE; (AM) J3 GLWE JRUES— R .

| Decryption |

@ (=B )Z( A, ~S,.=AM+E
©) [(AM+E)/A] =

Figure : Decryption

3.2 GLev
FH 0 S=(S0,...,81) ERF; WL M
AW scaling factor FAHINI XA GLWE % X & :

q q 0k
(GLWES:,U <§M> X ... X GLWE§,U (yM)) GLerUgi(M) C Rq( +1)' (2)

A )= A ) B )/ B= ZAJ S+_M+E’€‘%

i=0

j=01,..,¢—-1



af://n1364
af://n1366
af://n1377

2023-02-23

Type : Vector of GLWE Ciphertexts (2-dimension)

ic : GLevg’i(M) 3 GLev FRBUE—BRRD o

3.3 GGSW
HH 0 S=(S0,...,51) ERF BIXL: M
B —4ER neg-polynomial (FZMZE 1) SWISGEMA GLev B X

(GLevg’l (—=SoM) x ... x GLev? (=S 1M) x GLev?’ (M)) = GGSW (M) € RFDHY,

,0' 70- Ya-

- .
: - B% =) AY%. M+E% € &,
a0 ) (A% (g% ) § S+/311( SOM +E% €
. k+1 k—1,j EAkIJS (S ) k—1,j %

k=1,j) ... k—1,j k—1,j B = - .|._ UM + E¥i e
( Ay ) ( A ) pF-lJ) L e

k, 7ot k, : 4 okl
.( Ay” )=+ ( A ) &S B =Y AR .S+ —— M+Ekfe%f
' k+1 i=0

j=0,1,..,72-1

Type : Vector of GLev Ciphertexts (3-dimension)

it GGswgf(M) N GGSW RRUEH—RFmR .

4 Torus Visualization

Where is our message in TFHE R, — R, 7 Encoded in MSB !

m e
C'Iunm’AOOODOOOinluunlulnn(')
m e Zp

Figure : Message (mod p) lift to q
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What if real numbers in a fixed interval ? Encoded in MSB but mixed with errors !

m+ e

;Illllllllllllllllllllllllllllllll(:)

Figure : Message m: real numbers

B EE Torus, a mathematical structure that looks like a donut. Why this way ?

aa_aes
= (. DOCEHEE

A =24 e— Am+e=-11

Figure : Torus Visualization for LWE

esCane esCane ll[]lll

Amy + ¢ Am; + e Amy_1 +ey_4

Figure : Torus Visualization for Ring-LWE
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5 Building Blocks

Building Blocks — Fast Programmable Bootstrapping.

5.1 Homomorphic ADD

Message M, M' encrypted by the same key S

C=(Ao,...,Ar1,B) € GLWE;_(AM) C R

4
C'=(Ay,..., A1, B') € GLWE; (AM') C Ry™ @
Homomorphic ADD :
O = C+ O = (A + Ay, Ay + Ay, B+ B)) € GLWE; (MM + M) € RE™! (5)
A ) A )L B ) F
:F ’ ’ —
c A ) A )L B )=
:F I ’
c (At Ay ) (At A4 B+B )
Figure : Homomorphic ADD
5.2 Homomorphic Mul Part 1
HH 0 S=(So,..., 1) €ERF L HIC : M i %3 : C=(Ao,...,Ar1,B) € GLWE; (AM) C REL.
Little By Little , from constant-ciphertext multiplication to ciphertext-ciphertext multiplication !
® Homomorphic Mul by a small constant polynomial.
N—1 '
A=) AX'eR. (6)
=0

Mul :

CYV=A-C=(A-Ag,...,A-Ap1,A-B) € GLWE; _,(A(A- M)) € Ry ™)
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A ) (A ) B ) -
A —
;( A-Ay ) AAy ) A-B )

Homomorphic Mul by a large constant.

If we directly times them :

}/.; = I

Ao ) B ) (r-Ay ) (rAJCr B )

qlllllllAlIlIlIl]IlIlIl]]llllllllllo qlllllllAlllllllllllllllllllllllllo

We need Decompose, Recompose :

q q q
ﬁ — 4.t (8)

MLy B

T=m

We need Glev ciphertext :

C=(C,...,Cp) € (GLWE% (%M) X ...x GLWE; <%M)) = GLev?' (M) C REETD - (9)

Mul :

j=

£
(Decomp®(7),C) = 7;-C; € GLWEg ,(v-M) C Ry (10)
=1

>
[ J [ ]

N
[ ]

e EmEmEEEE-EE-E=---——-—-

Homomorphic Mul by a large constant polynomial.
Almost the same with the constant one. Decompose the polynomial this time:
Decomp?/(A) = (AW, ... A®) (11)

where AU = Zfigl A;j- X, with A;; € Zg, such that:
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_ A 4a 0 4
A=Al )E+...+A<)W.
PS : Decomp Fibp ER—AFYEIRE, Recomp RFFELEILIFE .

Homomorphic Mul by a ciphertext ? Before this , we come into a similar process called Key Switching.

5.3  Key Switching
NS 2 GLWEg’a(AM) — GLWEg,J(AM)

JRREEH] © S = (So,..., k1) €RY L BASC : M FUAHIL : C = (Ao,..., Av1, B) € GLWE, (AM) C RE.

Key Switching Key

q q _ Byl £-(k+1)
KSKZ S (GLWEglvo'KSK <ES,> X ... X GLWES:,#’KSK <WSZ>> = GLev”, (Sz) - Rq (13)

8" oksK -

B B S B S BRSNS, MEARE T S MBEME . kR EEER KSK & —4 GGSW %
Lo KeY Switching 5 25 S [ A5 vk SR AR 21

Switching :
Trivial CLWE of B o GLWE encryption of 4;5;
I — _ Bl A, ) . k+1
¢'= (0,...,0,B) (Decomp™(4;),KSK;) € GLWEq, ,(AM) CR;". (14)

Il
o

i

GLWE encryption of szi:ol A;S;=AM+E

Key Switching

AP

=

Figure : Key Switching
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5.4 Homomorphic Mul Part 2

Homomorphic Mul between two ciphertexts — called External Product in TFHE.

External Product

Setting : GLWE % 5 GGSW %
® a GLWE ciphertext encrypting a message M; € R, under the secret key S = (So,..., Sk 1) ERF :
C = (Ag,..., A1, B) € GLWEg,, (AM;) C RE (15)

where the elements A; for 7 € [0.. % — 1] are sampled uniformly random from R, and
B= Zl 0 YA;-Si+AM + E € Rg, and E € R, has coefficients sampled from a Gaussian distribution x,, as

we have already seen before.

® a GGSW ciphertext encrypting a message M> € R, under the same secret key S = (So,---, S, 1) ERF:

C = (Co-..,Cr1,Ci) € GGSWE(Mp) R <R (16)

where C; € GLevg’l (—=S;My) for i € [0..k—1] and Cy € GLevg’l (My)

30 ,0
Homomorphic Mul !
C'=CHC = (Decompﬂ’l(C),E>
GLWE encrypt. of BMy GLWE encrypt. of —A;S; Mo
k-1

= (Decomp™(B),Cy) + Y (Decomp”(4;),C;) € GLWE,_,(AMiM,) C RE (17)

i=0 ’

GLWE encrypt. of BMy— Z A S; Mo~ AM M,

~
e
~
=
-

Il
-
-
)
o
-

GLWE ¢

)
( ) X ) GLWE

|j||||'||

Q)
Q)
(/)
Ijllll'll

Figure : Homomophic Mul (External Product)

[7] 5} Homomorphic Mul FI Key Switching — Functional Fey Switching

* GLWE ¥4, K §
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o GGSW [ cfl il —/ AR 540 S

1%"‘@” : GLWES;U,,(AMlM2)

Internal Product

External Product in TFHE : GLWE x GGSW — GLWE — Internal Product : GGSW x GGSW — GGSW

Setting :

® a GGSW ciphertext encrypting a message M; € R, under the same secret key S = (So,--+, S, 1) ERF:

C1=(Co,...,Cr1,Ch) € GGSW! (M) € RYTD A,

where, for i € [0..k—1] :

Ci=(Cip,...,Ciy) € GL@”?i(—SiMﬂ c Rg'(k“)
with C; € GLWES,G (%(—SiM1)> for j € [1..4] and
Cr € (Cryp,--.,Chy) € GLevg’i (M;) € REFHD

with Cyj € GLWE; (%Ml) for j € [1..4]

® a GGSW ciphertext encrypting a message M2 € R, under the same secret key S = (So,---,Sk1) ERF:

C = (Coy-..,Cr1,Ci) € GGSWE(Mp) R DAk

where C; € GLev' (—8iM) for i € [0..k — 1] and Cy € GLev},! (M)

Homomorphic Mul !

—

C =080 = (C2ECy,...,C2E Coy,...,C2 A Oy, ..., C2 B Cie)-
The result is :

— — —

C =C:R 01 € GGSW] (MiMy) C RUHDXL(bT),
( )+ X ) ( R ( Y ) ( i S )
( ) ) & ) X ( )= ) & ) ( S Y )
( Y-( X ) ( )= X ) ( ) X )

GGSW GGSW £ GGSW §

(18)

(19)

(20)

(21)

(22)

(23)
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Figure : Homomophic Mul (Internal Product)

5.5 CMux

The CMux operation is the homomorphic version of a Mux gate, also known as multiplexer gate.

b

dy— o

d— 1

Figure : CMux Gate

e BRI — TR PN BT S B :

b-(dy —do) + do = dy (24)

Figure : CMux Operation

5.6  Modulus Switching

WXL Ry — Ru

Let p and ¢ be two positive integers (powers of 2 for simplicity), such that p < ¢ and let A = ¢/p. Let's recall that

an LWE ciphertext encrypting a message m € Z, under the secret key § = (sg,...,8,-1) € Z" is a tuple:
_ 5 n+1
c=(ag,...,an-1,b) € LWE, ,(Am) C Zj (25)

The Modulus Switching from g to w is easy :

w:-a;
q

&= (@0, ..., an 1,8, = b) € LWE;,(Am) C Z™, where a; = L w € Z,. (26)
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m e

—_—

Input: g IIIIIIIA[]D[]D[][]Illlllllllllllllllo

)
m
Output: EEGEEEELUSEEE
)

Figure : Modulus Switching

5.7  Sample Extraction

A sample extraction is an operation that takes as input a GLWE ciphertext, encrypting a polynomial message, and

extracts the encryption of one of the coefficients of the message as a LWE ciphertext.

Bl 2 GLWE ME# SWAH PR — A REMERHEIR OCWE %30 .

gy

5 Hl
@

GLWE

= (4 ) A4 ) B )

LWE (®)

Let’s take a GLWE ciphertext encrypting a message M = Z;y:f)l m;X7 € R, under secret key:

=

-1 N-1
S = (SO = SO’ij,...,Sk,1 = Zsk,l’ij) S Rk (27)
J=0 J=
The ciphertext :
N-1 ‘ N-1 ' N-1 ‘
C = (AO = ag X7, ., Ap 1= ap1,;X,B=) b,-XJ) € GLWE; (AM) € Ry (28)
=0 7=0 =0

M RSO ER I I 2T MRS b AR
o ﬂﬂ%%%ﬂ . §= (50,0, ey SON—1y---rSk—1,05--- Sk—l,N—l) € ZkN.
® m; ) LWE %3¢ ¢ = (ag,...,an_1,b) € ZZH
{aN.iﬂ-eai,hj for0§i<k,0§j§h

ANtj < —Qih—j+N for0<i<kh+1<j<N (29)
b(—bh
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5.8 Blind Rotation

The core of the fast bootstrapping!
How to rotate :

e Rotate the coefficients of a polynomial ?
Shift the coefficients towards the left (or the right) : a; - ¢ — a;,4 - 2°

How ?
M=my+mX+meX?+...+m X" +...+my XN 1R, (30)
We multiply it times X7 € R,

M- X" =my4+meaX+...+my XV omp XV om XV e R, (31)

< M =my+mX+ ..4m X" +... +my_ XN
X"

- _ N-z—1 N— N-1
M-XT"=mAm, X+ ... +my_ X" —m X"~ ... —m,_ X
e Rotate the coefficients of an encrypted polynomial € GLW E?
C = (Ao,...,Ar1,B) € GLWE (AM) C Ry (32)
Rotating :
ClY = (4g- X ",..., A1 X " B-X ") € GLWE; (AM-X ") C Ry (33)

=
.
8
)
Il
H
e
I 4

n

C A )AL ) B )-XT"= (AX") (A X7 B-X")

Blind Rotation ? — We wanna hide the shift = !
Binary decomposition :

m=mo4+m-2+7m 224+ .. 4+ 75-2° whered=logy(N) (34)
Then M- X7 :

2 s
M-XT"=M- X77r077r1-277r2-2 +...—mge2
—M-Xx 0. x M2 x L xom?

Compute M - X% — CMux
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M X*ﬂ'jﬁj, M if?Tj:O
M- XY ifm =1
The full process of Blind Rotation

We need ciphertexts as follows :

e a GGSW encryption of 7; ;
® a GLWE encryption of M as the "0" option ;

e a GLWE encryption of M - X~% (rotation of a clear number of positions) as the "1" option.

One CMux :

Mx—?

Y

e
SHE
|
o

9
)

cn

Figure : Single Rotation

The whole blind rotation :

Bl [ R

My=M-X" My=M-X"".X""2

Figure : Blind Rotation

6  Bootstrapping

What is Bootstrapping ? Evaluate the decryption function homomorphically

TE LWE KI5k mT LUy T T

(36)
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1. STEP-1 : The computation of the linear combination :
n—1
b—Zaisi:Am—FeEZq (37)
=0

2. STEP-2 : The rescale and rounding : L%W =m

Hr STEP-1 250, RS/ FRd 2 DFER, I IEMERRE RS =, X—F3eH e, maf
Bootstrapping B #63 B AUEE/E. 78 TFHE ., S KREBE7E T 528 T Fast Bootstrapping.

STEP-1 & Hi, FikiX BELiHerE TFHE finanfi 7 STEP-2 : 45— RN 4R
T=>b— Zg‘;ol a;si = Am+e fER X 354, B X ™ 2 Blind Rotate —/> Look-Up Table (LUT: evaluates the

second step of the decryption (rescale and rounding).)

LWE;,(Am) x BK(c GGSW) — LWE;,(Am) (38)

6.1 Step 2 Blind Rotation in Bootstrapping

Associate the value m with the plaintext Am + e , the message distribution in g¢:

Am+e OO . e (=2

Figure : Mega-cases
We call the blocks containing multiple repetitions of the same value mega-cases.

The way we evaluate such LUT is by performing a polynomial rotation: the idea is to put all the
elements of the redundant LUT into a polynomial and rotate the polynomial Am + e by multiplying
X ~(Amte) The rotation has the effect to bring one of the elements contained in the mega-case

corresponding to m in the constant position of the polynomial.

¥ LUT #AEN—AZTA, i Blind Rotation $##F:2: rotate ( X ~(Am+) ), FHIR 11 REURXT AR T m

Bl reading position.
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l@@] ) - )0) ()

Figure : Reading Position

How to store such LUT in detail ?
e TFHE BIEAMRMEM LTI XV +1, B BE NAFRE GBH N<q: N=2"94¢=2%) . Ri1HE
EEPATEE E4E modulus switching,

o & I X LA EL LB, b 25N, X2V =1 mod (XN +1) o R, FIA rotation, &
T E 8] 2N MER (X = XN mod (XN +1))o TRREATEIE (0.9 — 1] B AM + e XFWAFE $ik
# 2-N FRILEN. (if negacyclic property exists, N is OK without padding bit)

Finally, the modulus switching is going to be done from g to 2N !

N N

Figure : Modulus Switching for LUT
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6.2 Step 1 4+ 2 Bootstrapping

Need :

* c=(ag,...,an1,b) € LWE;, (Am) C Z3*!
® LUT polynomial V € R,

® Bootstrapping key : GGSW encryptions of § = (so,...,s,_1) under a new GLWE secret key : S’

BK = (BKy,...,BK,1) where BK; € GGSWE! (s;) C R kD (39)

Process

1. Modulus switching :
Step 2 FEEM exponential information ZFRETE 2N JERINK, T2 q— 2N
c=(ao,...,an 1,b) € LWE; ,(Am) C Z7™' +— &= (do,...,dn1,b) € LWE; (Am) C Zj! (40)
2. Blind rotation
e Initialize the blind rotation by multiplying the trivial GLWE encryption V - X b (rotation)
® Pass the trivial encryption of V- X b= Vo as input to a first CMux :
—  Selector : the GGSW encryption of the bit s
—  Options : Vy and V- X
—  Output : a GLWE encryption of V; = V; - X %%
e Pass the GLWE encryption of V7 to the second CMux :
—  Selector : the GGSW encryption of the bit s;
—  Options : V; and V5 - X&
—  Output : a GLWE encryption of V; = V; - X %%
Until N CMuxes done.

e Final Output :

Vn — Vn71 . X’lnflsnfl

—V.Xb. x50 . . X0n-150-1
— . x i s . x—(Bmt)
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= 1 ==
S
N e B ﬂ.
Vo=v.xb 1 o oo -
] - X% = ] - X
=] V, =V, Xt Vo - X

V V. X_b+zl s = /. X—(Am+e)

Figure : Blind Rotation
3. Sample Extraction : extract the constant sample, that is LWEg,U(Am) .

4. (Key switching : LWEg, (Am) — LWE;,(Am) )

Modulus Switching
+

Biind Rotation (V, BK) l [=. g = E vee 3‘%]3

él

Vn =V. X—(Am+é) —

Extraction

Key Switching to
go back to ¥

Figure : Bootstrapping

Why programmable ?

The V polynomial is actually a table. Do operations f on V and we obtain a new table V; encode

f(m) -

7 Non-arithmetic Operation

An example of bootstrapping: the Gate Bootstrapping ! Non-arithmetic Operation can be
implemented by the programmable LUT.
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A LESS I Ti25E (AND, NAND, OR, XOR, etc.) , #RAPLi#iid programmable bootstrapping 528, X B2 ADD
1A%, #i& ADD Gate Bootstrapping .

ADD Gate Bootstrapping Construction

e Input :

— C1 = LWEsyg(Alll)

cy = LWE;,(Aps)

® Encoding info : 0 — —¢/8;1 — q/8

® Process :

2. 3T LUT #tf7Bootstrapping, LUT X WL HA V = Z;V:BI 1x7

L &Mhisfd, PR T &2 AR 4. AND Gate ffif:

w1+ p2 —q/8

V is rescaled sign function : X A LS NS E] q/8 , XFrE AU ANEE - q/8

two LWE ciphertexts ¢, ¢ encrypting two bits pq, us under the same secret key.

(42)

Cleartext Encoded Linear combination Expected Expected
of encodings Bootstrapping | encoded result || cleartext result
p | pe pr [ pe p1+ p2 —q/8 p1 A pe p1 A o
0 0 | —q/8 | —q/8 —3q/8 —q/8 0
0 1 |-a/8] g¢/8 —q/8 sk —q/8 0
1 0 q/8 | —q/8 -q/8 —q/8 0
1 1 | g8 | g8 q/8 LI q/8 1

Figure : Torus View
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HF TFHE REFHEFTIEEAREE, Ft TFHE ' Gate Bootstrapping o] DL Tl 2 45 AL PEiig
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